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Tracking ‘denied partners'

Screening services help high-tech exporters avoid compliance problems As a high-tech company operating in more than 200 countries, Intelsat has to be careful that it's not doing business with the wrong people. Otherwise, like other companies, it could face millions of dollars in fines, and its executives could face prison sentences of up to 10 years.
Intelsat has to be even more vigilant than other high-tech exporters because it is licensed to provide its satellite services to telecommunications agencies in Cuba, Iran and Sudan. Therefore, it is subject to tight scrutiny, said James Stearns, senior counsel and director of regulatory compliance at Intelsat.

That means Intelsat must make sure its business partners, as well as individuals associated with those partners, are not on any of the dozens of lists maintained by government agencies in the U.S. and other countries.

"Too often in the export community, people don't understand how doing business with a denied party can cause problems. I have found government to be unsympathetic to claims by private industry that they didn't know of the denied status of a particular entity," said Stearns, who dealt with export controls during his tenure with the Reagan administration and then as an attorney in private practice before joining Intelsat in 2005.

"With the changes in the geopolitical landscape, particularly since 2001, you can find entities that previously did not cause a problem that can be put on various denied-party lists. We want to be right and we want to be up-to-date," he said.

Bethesda, Md.-based Intelsat was founded as an intergovernmental organization composed of telecommunications agencies from more than 200 member states. After it went private in July 2001, it lost its U.S. government immunities and was subject to the laws of all the countries in which it conducts business.

Screening for restricted parties both organizations and individuals is essential for many companies to maintain compliance with increasingly rigorous security and trade regulations, but it isn't easy.

"Keeping track of bad guys has become a major chore," said Frank Reynolds, president of International Projects Inc., a Toledo, Ohio-based consulting firm.

The "bad guys" include terrorists, money launderers, drug dealers, and persons or companies that front for them or who engage in prohibited transactions with prohibited parties or countries, he said.

Now there are multiple lists that are updated almost daily and growing exponentially.

"Each agency has its own criteria, including the nature of the product, its intended end use and possible other end uses, the parties involved, the facilitators, such as carriers, forwarders and banks, the destination country and anti-boycott regulations," Reynolds said.

Besides U.S. government agencies, the European Union, Canada, Australia, Japan and other countries maintain their own lists. "There's a proliferation of lists. New ones are being added all the time and each has different legal implications for different companies. It's confusing for exporters," Harris said.

MK Data currently screens 45 lists, he said, adding that coverage of more lists doesn't necessarily mean better protection for exporters.

To help companies ensure that they stay on the right side of the law, MK Data and other companies offer screening services that identify prohibited parties. Some offer various options, said Joan Koenig, an attorney specializing in export controls and regulations. "Screening can be done in different formats: Web-based (you type in names and get an instant response), tied into a particular system (for example, every order or shipment you enter into your system gets screened), or batched (you periodically send the provider a file of names, and they run it against the various lists and send you back potential hits). In addition, you can often choose which lists you want to check, perhaps including non-U.S.-based lists, and can tweak what sort of tolerances you want. Do you want exact matches only, or alternative spelling?" Koenig wrote in an e-mail message.

Service providers Besides MK Data Services, other companies that provide screening services include Management Dynamics Inc. of East Rutherford; eCustoms of Buffalo, N.Y.; Integration Point Inc. of Charlotte, N.C.; and TradeBeam Inc. of San Mateo, Calif.

The biggest challenge for the screeners comes when a company or person has the same name as one that's listed as a restricted party, Harris said. Sometimes the lists will include nicknames and aliases, and in many cases, the information provided by the government is vague and incomplete, he said.

Another challenge is that names may be spelled differently or words may be placed in different order, said Jim Preuninger, chief executive of Management Dynamics. It recently released an enhanced version of its Restricted Party Screening On Demand service, which employs new mathematical algorithms so that customers can identify restricted parties within fractions of a second, he said.

The service checks 58 lists of restricted parties, allowing users not only to screen their customers, but also their customers' employees and the employees of companies that they may be acquiring, Preuninger said. Management Dynamics' customers can also use the service to screen vendors and visitors, while their human resources departments can use it to check job applicants.

Users include companies in the hospitality and financial-service sectors, as well as universities, he said.

In addition to providing expanded coverage of restricted-party lists, the new version of Management Dynamics' software has a greater level of compliance checks, including an audit trail that makes it easier for companies to demonstrate that they have taken "reasonable care," Preuninger said. That reduces the risk of penalties in case the wrong people were to somehow acquire the product.

When Intelsat gets a sales lead, the company enters the name into the automated system, Stearns said. "If there's a hit, or what we perceive as a match, there's an automatic hold," he said. That would happen, if, for example, the name includes Bin as in Osama Bin Laden. Then the trade compliance office, directed by Stearns, would review the case to see if it was flagged because of the similarity in name, or if there was a real tie to Bin Laden, he said.

Harris noted that some companies will refuse to do business with anyone on the lists even if a thorough review would indicate that there's not a problem. In addition, he said, "I have clients that believe that once a denied party, always a denied party, even if that party has been removed from that list."

Exporters of low-technology goods and services do not require screening that's as rigorous as high-tech companies such as Intelsat. Still, they need to make sure they are not dealing with a party or destination prohibited by the U.S., that any resellers are put on notice that they must follow the same rules and that they don't violate anti-boycott rules, said Reynolds, the trade consultant.

Management Dynamics' customers range from global companies such as Intelsat, Freightliner and Dresser Industries to "a lot of small companies," Preuninger said.

MK Data also has a wide range of customers, from small companies with a handful of transactions a month to those with 2,500 a day, Harris said. "Traditionally, our clients have been high-tech exporters dealing with sensitive, high-tech prods, but since the Patriot Act, our clients have included companies in the fast-food industry, casinos and banks," he said.

Its high-volume customers include big freight forwarders, shipping companies and airlines, he said.

